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[bookmark: _heading=h.2s8eyo1]Purpose
The purpose of this policy is to set out a documented and formalized process for identifying and addressing vulnerabilities within the entity’s in-scope environment, and also to ensure that compliance with the Payment Card Industry Data Security Standard (PCI DSS) is observed and maintained.
[bookmark: _heading=h.17dp8vu]Applicability
This policy applies to all infrastructure, technology and people that are involved in activities related to vulnerability and patch management of the in-scope system components.
[bookmark: _heading=h.3rdcrjn]Distribution, Reviews, and Updates 
CTO is responsible for making this document available on https://confluence.psr-it.com/display/PD/PSR+Vulnerability+and+Patch+Management+Policy and ensuring that all relevant personnel are familiar with its content and have acknowledged the assigned responsibilities. 

CTO is responsible for reviewing the current document at least once every 12 months in order to ensure the document’s relevance to the PSR’s business and risk environment, and its compliance with PCI DSS.
CTO is responsible for updating the current document upon every change to the entity's environment in order to maintain its relevance to the PSR’s business and risk environment, and to ensure the ongoing compliance with PCI DSS.
[bookmark: _heading=h.26in1rg]Roles and Responsibilities 
All responsibilities for the management, documentation, implementation and maintenance of the PSR’s vulnerability and patch management policies, procedures and related activities are formally assigned to the following users, teams and roles:

	Employee/Team
	Role
	Responsibility

	[Kirill Khaustov] / [CTO]
	[CTO]
	Overall responsibility and accountability for the vulnerability and patch management policies, procedures and related activities

	[Kirill Khaustov] / [CTO]
	[CTO]
	Policy approval

	[Kirill Khaustov] / [CTO]
	[CTO]
	Policy review and update

	[Jamal Sale] / [CISO]
[Kirill Khaustov] / [CTO]
	[CISO]
[CTO]
	Identification and ranking of security vulnerabilities

	[Karen Tovmasyan] / [DevOps Team]
	[DevOps]
	Installation of system updates and patches


[bookmark: _heading=h.lnxbz9]PSR’s Vulnerability and Patch Management Policy
[bookmark: _heading=h.35nkun2]Vulnerability Management Scope 
PSR has a process in place for monitoring industry-recognized sources for security vulnerabilities for all in-scope technologies, including but not limited to operating systems, databases, applications, cloud services, network and security appliances, third-party software components utilized in the software development process, and others. 

[bookmark: _heading=h.1ksv4uv]Proactive Security
All identified vulnerabilities that are applicable to any of the in-scope technologies undergo a risk assessment and are ranked as Critical, High, Medium, and Low. 
PSR engages in various proactive processes throughout the course of software development, designed to prevent vulnerabilities from being created. PSR follows an SSDLC process based on the Microsoft Secure Development Lifecycle, integrating security related activities into the development process, including well-defined requirement specification, detailed design, security driven code review, dedicated unit testing and heavy regression testing, as well as robust third party library management and secure configuration. PSR is guided by industry practices such as Open Web Application Security Project (OWASP), Application Security Verification Standard (ASVS), and CSA Consensus Assessments Initiative Questionnaire (CAIQ), and conducts threat modeling (based on STRIDE methodology). 
[bookmark: _heading=h.44sinio]Identification of Vulnerabilities 
PSR’s proactive security strategy includes substantial vulnerability identification processes designed to enable early discovery of potential vulnerabilities. Such identification activities include, among others, threat modeling, internal and external penetration testing and security scans including software composition analysis, static code analysis and dynamic scans.
[bookmark: _heading=h.2jxsxqh]Patch Management 
PSR has a process in place for installing applicable security updates and patches on all in-scope system components that utilizes PSR for central management and automation. It is configured to install all critical and high patches once a month and at least after 2 weeks from the patch release date and all the other patches on a quarterly basis.
Where appropriate (for example non-critical servers, workstations, etc.) automatic updates can be configured.
For all cases where manual updates are required, the Change Management Procedure is followed.
[bookmark: _heading=h.z337ya]Procedures
All processes and activities defined in this policy are formally documented in the current section. All personnel or third parties involved in those processes and activities must understand and acknowledge their roles and responsibilities and must follow the prescribed procedures.
[bookmark: _heading=h.3j2qqm3]Procedure for Monitoring and Evaluating Security Vulnerabilities
Continuous Monitoring:
· Automated Scanning: PSR utilizes automated vulnerability scanning tools to perform regular scans of all systems and networks.
· Manual Assessments: PSR conducts periodic manual assessments and penetration tests to identify vulnerabilities that automated tools may miss.
· Log Monitoring: PSR implements security information and event management (SIEM) systems to monitor logs and detect potential vulnerabilities in real-time.
· Penetration Testing: Conduct periodic penetration tests to simulate real-world attacks and identify vulnerabilities that automated tools might miss. Engage third-party security firms for unbiased assessments.
· Focused Assessments: Perform manual assessments on high-risk areas such as web applications, mobile apps, and custom software.
· Frequency: Conduct manual assessments at least annually or whenever there are significant changes to the environment.
[bookmark: _heading=h.g4qjfxxn18qb]Sources of Information on New Security Vulnerabilities
To ensure timely identification and remediation of new security vulnerabilities, PSR utilizes a variety of industry-recognized sources of information. The following list outlines the methods and resources PSR uses to obtain current security data.
[bookmark: _heading=h.z2n3vamo9hxx]1. CERT Notifications
PSR regularly receives and analyzes notifications from international and national computer emergency response teams (CERTs) such as US-CERT, CERT-EU, JPCERT/CC, and others. These teams provide valuable insights into new threats and vulnerabilities, along with recommendations for their remediation. Subscribing to these notifications allows us to receive critical information promptly.
[bookmark: _heading=h.nopec9pxwuto]2. RSS Feeds
PSR subscribes to several RSS feeds from authoritative sources, such as the National Vulnerability Database (NVD), SANS Internet Storm Center, and Exploit Database. These feeds provide up-to-date information on new vulnerabilities, exploits, and other threats. Regularly monitoring these RSS feeds enables PSR to respond quickly to new risks.
[bookmark: _heading=h.ttqjkkft5bpp]3. Partnerships and Industry Networks
PSR actively participates in various partnership and industry networks, such as Information Sharing and Analysis Centers (ISACs) and security forums including OWASP and FIRST. These networks provide access to exclusive information on new vulnerabilities and allow us to exchange data with other professionals and organizations in the security field.
[bookmark: _heading=h.vyhbhomlxxj7]4. Web Forums and Knowledge-Sharing Platforms
PSR actively participates in discussions on web forums and knowledge-sharing platforms, such as Stack Exchange Security, Reddit r/netsec, and other specialized communities. These resources help us stay updated on the latest discussions and recommendations from cybersecurity professionals.
[bookmark: _heading=h.1y810tw]Vulnerability Identification:
· Asset Inventory: PSR maintains an up-to-date inventory of all hardware and software assets to ensure comprehensive coverage in vulnerability assessments.
· Threat Intelligence Integration: PSR integrates threat intelligence feeds with vulnerability management systems to stay informed about emerging threats and vulnerabilities.
· Incident Reports: PSR Team analyze security incident reports and findings to identify potential vulnerabilities and weaknesses in systems.
If a customer, partner or other third party discovers a suspected vulnerability that affects the products, PSR requests they responsibly disclose the issue to PSR and provide the details required to reproduce it. To report a security issue, please contact Product Security at: info@psr.ae. The Product Security team may reach out to the reporter to gather additional details required to recreate the issue. If a vulnerability is confirmed, then this policy will take effect immediately.
[bookmark: _heading=h.fthohc9x3wkp]Online Vulnerability Reporting
PSR highly values the work of security researchers who identify and report potential vulnerabilities in PSR products. The significance of their contributions is recognized in helping maintain a high standard of security and confidentiality for clients. This includes coordinating research, mitigating impacts, and disclosing vulnerabilities.
To facilitate this process, the PSR website officially provides a platform for clients and third parties to report vulnerabilities in the following format:
· Name: Enter the name of the individual submitting the report. A pseudonym or real name can be used.
· Email Address: Enter a personal email address. A free webmail account can be used if personal email addresses are not preferred.
· Organization: Enter the name of the organization on whose behalf the vulnerability is being reported (if applicable).
· Product or Software Version: Specify the version number of the product or software where the vulnerability was found. If the version is unknown, indicate "unknown." Providing the version number, build number, or release date helps identify the affected products.
· Description of Vulnerability: Provide a detailed technical description of the vulnerability. Include proof of concept if possible. Multiple vulnerabilities can be described.
· How an Attacker Might Exploit This Vulnerability: Explain how an attacker might use this vulnerability.
· Access or Other Conditions Required for the Attack: Describe any access or other conditions needed for the attack.
· What Does the Attacker Gain by Using This Vulnerability?: Explain what an attacker would gain by exploiting this vulnerability.
· Additional Impact and Consequences: Describe any additional impact and consequences as precisely as possible.
· How Was the Vulnerability Discovered?: Indicate the tools or methods used to discover the vulnerability.
· Public PGP Key: Optionally, if PGP is preferred for encrypted email communication, include an ASCII-armored PGP key or URL to the key.
The report can be submitted through the official form available on the website.
By providing this platform, PSR ensures a structured and secure way for reporting vulnerabilities, enabling the organization to address and mitigate potential security issues efficiently.
[bookmark: _heading=h.4i7ojhp]Vulnerability Evaluation

Each vulnerability, whether identified by PSR or disclosed to PSR by a third party, is evaluated to assess its severity, vulnerable flows, impact, root cause, exploitability level and the scope of affected products and versions. PSR assesses the security severity rating of identified vulnerabilities based on an industry-accepted methodology, currently CVSS 3.1 (as feasible and appropriate), which takes into consideration the combination of the vulnerability’s likelihood, scope and impact. 
If a vulnerability is identified in a third-party software component that is used in a product, PSR will adjust its CVSS score to reflect the impact of the vulnerability in the PSR product.
If an identified issue falls under the definition of a security gap and not a vulnerability, it will not be managed in accordance with this policy, but instead will be added to the product’s proactive security backlog and prioritized accordingly.
 Risk Analysis:
· Business Impact Analysis: Assess the potential business impact of each vulnerability, considering factors such as data sensitivity, regulatory implications, and operational disruption.
· Likelihood Assessment: Evaluate the likelihood of exploitation based on current threat intelligence and the organization’s threat landscape.
· Prioritization Matrix: Develop a prioritization matrix that combines severity, business impact, and likelihood to prioritize remediation efforts.
Root Cause Analysis:
· Recurring Issues: Conduct root cause analysis for vulnerabilities that recur frequently or have significant impact.
· Underlying Causes: Identify underlying causes such as process weaknesses, lack of controls, or misconfigurations.
[bookmark: _heading=h.2xcytpi]Vulnerability Remediation
A remediation to a vulnerability may be provided in one of various methods, including an applicative fix through an updated version or patch, a configuration change (manual or scripted), a documentation change, a change to the infrastructure applied by PSR, or any other suitable form. The remediation may also include a temporary mitigation, if available, offering an immediate workaround until the final remediation is applied.
[bookmark: _heading=h.1ci93xb]Registration of Detected Vulnerabilities
[bookmark: _heading=h.3whwml4]    All detected vulnerabilities in the software deployed by the PSR must be registered.
Registration of detected vulnerabilities is a responsibility of SD employees. 
Vulnerabilities must be registered in the electronic log of information security vulnerabilities. The following parameters must be specified:
· Vulnerability number
· Source of information about the vulnerability
· Date of detection
· Overview of the vulnerability
· Severity level
· Conclusion regarding the relevance of the vulnerability (and evidence in case of irrelevance)
· List of resources affected by the vulnerability
· Person responsible for elimination of the vulnerability
  JIRA inquiry processing system (co-working environment) is the recommended software
  for keeping an electronic vulnerability log.
Any changes in the status of vulnerabilities must be registered in the vulnerability log
(vulnerability assessment, elimination plan development, vulnerability elimination scheduled, vulnerability eliminated, vulnerability irrelevant).
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